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Confidential Business Information

This documentation is proprietary information of Ellucian and is not to be copied, reproduced, lent or disposed of, nor used for
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4 Country View Road
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United States of America
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compliance with applicable federal or state laws, rules, or regulations. Each institution should seek legal, accounting and other
similar professional services from competent providers of the institution’s own choosing.
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Java Versions and Internet Native Banner

Ellucian Support of Java as of August 2016
Java 8 is currently the supported and the recommended version for those using Banner. Oracle
continues to support Java 7 and provides patches when needed.

Java 8 is currently supported for any of the Banner products.

How to Manually Uninstall Java for Windows 7 and 8.1

You can uninstall older versions of Java manually in the same way as you would uninstall any
other software from your Windows computer.

Note: Older versions of Java may appear in the program list as J2SE, Java 2, Java SE or Java
Runtime Environment.

You may need administrator privileges to remove programs. Contact Desktop Support if you
need assistance.

Windows 8 - Uninstall Programs

1. Right-click on the screen at bottom-left corner and choose the Control Panel from the
pop-up menu.

2. When the Control Panel appears, choose Uninstall a Program from the Programs
category.

3. Select the program to uninstall and then click its Uninstall button.

4. Click Yes to confirm the program uninstall.

Windows 7 and Vista - Uninstall Programs

Click Start

Select Control Panel

Select Programs

Click Programs and Features

Select the program you want to uninstall by clicking on it, and then click the Uninstall
button.

k0N~

Windows XP - Uninstall Programs

1. Click Start

2. Select Control Panel

3. Click the Add/Remove Programs control panel icon

4. The Add/Remove control panel displays a list of software on your system, including any
Java software products that are on your computer. Select any that you want to uninstall
by clicking on it, and then click the Remove button.

Downloading Java for Windows 7 and 8.1

It is recommended that before you proceed with online installation, you may want to disable
your Internet firewall. In some cases the default firewall settings are set to reject all automatic or
online installations such as the Java online installation. If the firewall is not configured
appropriately, it may stall the download/install operation of Java under certain conditions. Refer
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to your specific Internet firewall manual for instructions on how to disable your Internet Firewall

Contact Desktop Support.

Go to the page: http://www.java.com/en/download/win8.jsp

1. Click on Windows Online

2. The File Download dialog box appears prompting you to run or save the download

file

o Torun the installer, click Run.

o To save the file for later installation, click Save.
Choose the folder location and save the file to your local system.
Tip: Save the file to a known location on your computer, for example, to your

desktop.
o Double-click on the saved file to
start the installation process.

The installation process will start.

3. Click the Install button to accept the
license terms and to continue with the
installation.

Oracle has partnered with companies that offer
various products. The installer may present you
with an option to install these programs when you
install Java.

4. After ensuring the desired programs
are selected, click the Next button to
continue the installation.

5. A few brief dialogs confirm the last
steps of the installation process;
click Close on the last dialog. This
will complete the Java installation
process.

CRACLE

Welcome to Java

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utiities and entertainment, Java makes your
internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[ change destination folder [ cancel | [ nsta>

+/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
More about update settings

When you click close, your browser will be opened so you can verify that
Java is working.

(Cdose ]
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Verify Java and Find Out-of-Date Versions

Check to ensure that you have the recommended version of Java installed on your Windows computer
and identify any versions that are out of date and should be uninstalled.

Agree and Continue

By clicking Agree and Continue, you acknowledge that you have
read and accepted the license terms for the verify and find old
versions feature.

Note: After clicking the button, the Java detection app will ask for permission to run. Click Run

to allow the application to
Continue || Java Control Panel = | | P
| General ]Lbdalz I.‘Ia\ra;. Security | Advanced|

If you recently completed your RIS tavn st e e
Java software installation, restart xRy Leval
your browser (close all browser - ik

windows and re-open) to enable
the newly installed Java version in
the browser. Javascript must also
be enabled.

High (minimum recommended)

After updating your Java version, fn=Heckn
. . Least secure setting - All Java applications will be allowed to run after presenting a security prompt.
if you are unable to get into

Banner, you can perform the o
Exception Site List

following: Applications launched from the sites listed below wil be alowed to run after the appropriate security
1. Go to the Control Panel e armrar by o [ Edtsteist.. |
2. Double click on the Java icon
3. Click on the Security Tab Restore Seauity Prompts | [ Manage Certficates... |
4. Drag the scroll bar to the
“Low” setting.
5. Click Apply
6. Click OK

7. Restart your browser and try
to log into Banner.
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You can also verify the Java

. . il i i - .
content is enabled in the e
browser by adding to the Applcations launched from the sites listed below will be allowed to run after the appropriate security
exception site list. pEoep.
. . Location
1. .C|ICk on the Security Tab Ty g -
in Java https: //datatel. securelink.com
2. Click on Edit site list “l ttp://focalpoint. ellucian.com
3. Add the Banner URLs in iy phio:/Mocalnaint ahuden. confiheretiogla )
h tri table (bel https: //fna.elludan.comfirj/portal
the entries table (below). S perg e 3
https: /fmalironm 1.corp.sct.com
Add _ Remove
&' FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

For Windows Users
Go to the Control Panel. Find View by: in the far right corner of the Adjust your computer’s
setting. If anything is displayed other than large icons click the drop down arrow and select large

icons.
. g =
The view E Control Panel\All Control Panel Items B
Should ® ~ 1 B » ControlPanel » AllControl Panel tems v @& | Search Control Panel o
h t Eile Edit View Tools Help
change to
H Adjust your computer’s settings Viewby: Largeicons ¥
the picture at S ¥ ¥ o e
the right. A
- 20 - - =
r Action Center .ﬁ;r; Administrative Tools !(', AutoPlay
r*& BitLocker Drive Encryption I? Color Management L?* Configuration Manager

@ Credential Manager ‘_-;L Date and Time E Default Programs
3 Device Manager ;_!f-s{i Devices and Printers ! Display
@ Ease of Access Center 41 File History Flash Player (32-bit)
F- Folder Options h Fonts Q& HomeGroup
&ing Options L’_-Tj Intel(R) HD Graphics e‘ Internet Options

> Keyboard @ Language
i

-
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1. Locate the Java icon and
click the icon.
2. Select the Advanced tab.

L&)

e i
Toeneral

About
View version information about Java Control Panel.
Network Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

| Network Settings... |
Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

Java in the browser is enabled.
See the Security tab
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3. Scroll to Advanced Security
Settings. (&) Java Control Panel - o IEN

e Uncheck "Use SSL 2.0 | General | Update | Java | security | Advanced |
compatible ClientHello

(") Disable verification (not recommended) ~
format". Perform signed code certificate revocation checks on
" " Publisher's certificate only
e« Check "Use TLS 1.0 Bt i
e UnCheck "Use TLS 1.1" C) Dok cuerk adbrecnomendes)
" " Check for signed code certificate revocation using
e UnCheck "Use TLS 1.2 i) Certificate Revocation Lists (CRLs)
() Oniine Certificate Status Protocol (OCSP)
¢ Close and relaunch your @ Both CRLs and OCSP
browser. Perform TLS certificate revocation checks on
() Server certificate only
(@) Al certificates in the chain of trust

() Do not check (not recommended)
Check for TLS certificate revocation using

[T] Use certificates and keys in browser keys
|
["] Enable caching password for authentication
+[Juse sSL 2.0 compatible ClientHello format
[¥]Use TLS 1.0
+[JuseTs 1.1
[Jusems 1.2

[] Place Java icon in system tray
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Java Control Panel for Mac

1. Click on Apple icon on
upper left of screen.

MacOS X

Sofars vatn

Proxasser 17 Gt eind Cars 5

2. Go to System Preferences
3. Click on the Java icon to access the
Java Control Panel.

800 System Preferences
< > || showall | (Q )

G- & M B @ o O @
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy

B = O

Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners

@ @ 0 ®

i Internet Network Bluetooth Sharing
Accounts

»p © & & 4E &)
Parental App Store Dictation  Date & Time Startup Time Accessibility
Controls & Speech Disk Machine

Flash Player
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4. Select the Advanced Tab and locate
the Advanced Security Settings.

Uncheck "Use SSL 2.0

compatible ClientHello format".

Check "Use TLS 1.0"
UnCheck "Use TLS 1.1"
UnCheck "Use TLS 1.2"
Click Apply

Close and re-launch your
browser.

8006

Java Control Panel

pcate_java

Security  Advanced |

About

View version information about Java Control Panel.

Network Settings

Network settings are used when making Internet connections. By
default, Java will use the network settings in your web browser. Only

advanced users should modify these settings.

| Temporary Internet Files

Network Settings... |

Files you use in Java applications are stored in a special folder for
quick execution later. Only advanced users should delete files or

modify these settings.

| Settings... | [ View... )

Java in the browser is enabled.

See the Security tab

[ ok ] [ cancel |

Apply

ece

Java Coatrol Panel

General | Update @ Java

Check for signed code certificate revocation using
(_) Certificate Revocation Lists (CRLs)
() Online Certificate Status Protocol (OCSP)
(®) Both CRLs and OCSP
Perform TLS certificate revocation checks on
() Server certificate only
(®) All certificates in the chain of trust
() Do not check (not recommended)
Check for TLS certificate revocation using
() Certificate Revocation Lists (CRLs)
() Online Certificate Status Protocol (OCSP)
(#) Both CRLs and OCSP
d se gltings
g Use certificates an keys in browser keystore
™ Enable blacklist revo
™ Enable caching passworN\for authentication
[ | Use SSL 2.0 compatible CentHello format
™ use TLS 1.0
™ uUseTLS 1.1
™ Use TLS 1.2
Miscellaneous
[ Place Java icon in system yfay

Suppress sponsor offers #hen installing or updating Java

secuiy

ok | cancel | [ aApply |
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Compatible Browsers

If you have a Windows 10 PC and encounter any difficulties using the new Microsoft
Edge browser with Banner INB, Banner Self-Service, or Blackboard, please use the
Internet Explorer 11 (IE11) browser instead. The IE11 browser does come installed on
Windows 10 machines. Here is an easy way to find and launch it:

Right-click the "Start" button at the bottom left of your desktop and select "Search."

Search for "Internet Explorer."

In the search results, right-click on "Internet Explorer" and select "Pin to Start" and/or

"Pin to Taskbar."

4. |E 11 will now be pinned to your Start menu and/or your Taskbar, making it easy to find
and use.

5. Click on "Internet Explorer" to launch the browser.

W~

Support Support

Browser (o}] Notes & Exceptions
Begins Ends

Internet Windows Not All Ellucian solutions have discontinued support for IE7 as 12/31/2013.
Explorer 7,8 Supported All Ellucian solutions have discontinued support for IE7 as 12/31/2013.
Internet 9, 10 Windows Currently December All Ellucian solutions are in an active period for IE9 and IE10 due to Microsoft's End of Support
Supported 2016 announcement from January 2016. All Ellucian solutions will discontinue support of IE9 after 12/31/2016.
Internet 11 Windows Currently All Ellucian solutions supported except: Luminis Platform 4. Minimum release LP 5 required for IE 10 and
Supported higher support.
Microsoft Windows Currently All Ellucian solutions are supported except Banner 8.x INB will not be supported in MS Edge. Banner 8.x
Edge 10 Supported SSB support for Edge is dependent upon Oracle Weblogic 12¢ support.
Firefox Windows Currently Ellucian makes every attempt to support the latest browsers with the latest releases of our products.
Mac OS Supported Firefox and Chrome support may be limited to the current version and one back for most products except
where noted in the documentation. Due to NPAPI plugin dependencies.

Additional information
e You can also navigate to Internet Explorer 11 by going to Start/run and then run iexplore.
e Microsoft Edge is also the default web browser on Windows 10 machines, so you may
wish to change your default from Edge to IE11.
e Microsoft Edge is currently only available for Windows 10, not for any older Windows
operating systems.

URLSs for Banner Environments

e Banner Splash Page — https://inb-prod.ec.jsums.edu/

¢ PROD (Production) — https:/inb-prod.ec.jsums.edu/forms/frmservlet?config=PROD

e PPRD (Pre-Production) — https:/inb-dev.ec.jsums.edu/forms/frmservlet?config=PPRD
e TEST (Test) — hitps://inb-dev.ec.jsums.edu/forms/frmserviet?config=TEST

¢ TRNG (Training) — https://inb-dev.ec.jsums.edu/forms/frmserviet?config=TRNG
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