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Lab Project # 2: Running Secure Shell (SSH) Server in a Virtual Machine Environment 
 

Due: October 22, 2013: 7.30 PM 

This project is for educational and awareness purposes only. We are not responsible for anyone using this 

project for any malicious intent. The objective of this project is to educate students how to install and run 

SSH in a Linux virtual machine environment as well as remotely connect from a Windows machine. This 

project description encloses two tutorial documents that you can use as reference to install and run the 
SSH commands. You will need to download VMware Player which is the virtualization software that will 

be used for this project. You will also need to download CentOS and Ubuntu OS to complete this project. 

We will use Windows 7 as the host operating system.  

Installing VMWare Player 

Download the latest version (v.5 or v.6) of VMware Player for your Operating System from 
https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_player/5_0 

 

Downloading and Installing Ubuntu OS 
 

1.  Download Ubuntu OS http://www.ubuntu.com/download/desktop and save it somewhere on your 

computer 
2. Open up VMWare Player 

3. Click on Create a New Virtual Machine 

4. Select Installer disc image file (iso): browse for your Ubuntu .iso file and click Next 

5. Type in your full name in the space provided. Use your J-number as Username (with a lowercase j). In 
my case, I use natarajan as the username. For your password, Select a password of your choice (easy to 

remember; but, difficult to find out by others). Click Next after entering the information. 

6. Next, type in a name for your virtual machine (use your J-number again). Click Next. 
7. On the next page, select Store virtual disk as a single file, and click Next. 

8. Click Finish on the next page and wait for the OS to be installed. 

9. Next, log into Ubuntu OS with your password and press Enter. 

 
10. Click the Player menu, and go to Manage then Virtual Machine settings. 
 

11. When the settings come up, make sure that the Network Adapter is set to NAT, and click OK. 
 

12. Launch a terminal by clicking the Dash Home (indicated in the picture below) and typing terminal in 

the box provided. Then click the Terminal icon. 

 

 



 

Downloading and Installing CentOS 
 

1.  Download CentOS (CentOS-6.4-i386-LiveCD.iso) http://centos.icyboards.com/6.4/isos/i386/ and save 

it somewhere on your computer 

2. Open up VMWare Player 
3. Click on Create a New Virtual Machine 

4. Select Installer disc image file (iso): browse for your CentOS .iso file and click Next 

5. On the next page, select Store virtual disk as a single file, and click Next. 

 
6. Click Finish on the next page and wait for the OS to be installed. 

 

7. You can setup automatic login without requiring a password. If you wish to setup a password, you 
could also do so. You should be now logged into the CentOS system.  

 

8. Click the Player menu, and go to Manage then Virtual Machine settings. 
 

9. When the settings come up, make sure that the Network Adapter is set to NAT, and click OK. 
 

10. Launch a terminal from the Applications --> System --> Terminal menu. 
 

 
 

Installing OpenSSH Server in the Ubuntu VM 
 

1) You need to setup root access in the Ubuntu VM. To setup root access, run the command su passwd 

root on the terminal. Enter the password you setup to login to the Ubuntu VM as a regular user (in 
my case, the username of the regular user is natarajan). Then, setup a password for the root level 

access and confirm it. The screenshot is shown below. 

 

 
 

2) Login as root using the command su root. 
 

 
 



Tasks to do: 
 

From now on, you would refer to the two tutorial documents and any other needed reference posted in the 
Internet. You need to do the tasks in the order specified below (increasing order of task numbers). 

Wherever hostname is needed to run the SSH/SCP commands, you could use the IP address of the 

corresponding host. 

 
Note: Make sure the welcome message that you configure in Task 3 (the welcome message should appear 

when someone requests for a SSH connection to the Ubuntu VM) appears when you attempt to remotely 

connect to and/or remotely print the contents of a file in the Ubuntu VM using SSH or SCP when you 
execute Tasks 8, 11, 12 and 13. 

 

Task 1: Install the OpenSSH server application on the Ubuntu VM. After the installation is complete, run 

the netstat –ntlp command to show that the SSH daemon (sshd) is one of the programs actively running 
on a tcp port listening for incoming connection requests. Identify the port number on which the sshd 

daemon is running. Include appropriate screenshot(s). 

 
Task 2: Find out the IP address of the Ubuntu VM by running the ifconfig command. Include a 

screenshot showing the IP address. 

 
Task 3: Configure the OpenSSH Server application to greet a user connecting to the server with a 

customized welcome message: Welcome to the Ubuntu Virtual Machine. Explain in detail the sequence 

of commands you ran and the changes to the files that you made to accomplish this. 

 
Task 4: After the changes made to the SSH configuration (as required for Task 3), start the sshd server 

application to effect the changes as well as for remote machines to connect. Include screenshot. 

 
Task 5: Exit out of the root privileges in the Ubuntu VM. Create a text file that has the name 

ubuntu_1234.txt where in your case, 1234 should be replaced by the last four digits of your J#. Open the 

text file in an editor and type a sentence that includes your name: “This is a text file in the Ubuntu VM – 
created by <Your Full Name>”. Save and exit the text editor. Run the cat command locally on the Ubuntu 

VM to print the contents of this text file on the terminal. Include screenshot. 

 

Task 6: Launch a terminal in the CentOS VM. Find the IP address of the VM. Include a screenshot. 
  

Task 7: Now, create a text file (similar to Task 5) in the CentOS VM under the default working directory 

of the regular user, with a file name like centos_1234.txt where 1234 should correspond in your case to 
the last 4 digits of your J#. Run the cat command locally on the CentOS VM to print the contents of this 

text file on the terminal. Include screenshot. 

 

Task 8: On the CentOS VM, run the appropriate ssh command to remotely connect/login to the Ubuntu 
VM as a regular user (in my case, natarajan) and take appropriate screenshots, including one to show the 

modified welcome message. Make sure to type ‘yes’ when queried during the connection attempt. 

 
Task 9: After you logged into the Ubuntu VM (as per Task 7) from the CentOS VM, run a cat command 

to print the contents of the ubuntu_1234.txt file. Include screenshot. 

 
Task 10: Log out (exit) of the Ubuntu VM SSH connection and return to the CentOS terminal as a 

regular user. Include screenshot. 

 



Task 11: From the Cent OS VM terminal, run an appropriate scp command to transfer the 

centos_1234.txt file from the default/current working directory of the regular user in the CentOS VM to 
the present working directory of the regular user in the Ubuntu VM, under a new file name like 

centos_ubuntu_1234.txt file. Include screenshot. 

 

Task 12: From the Cent OS VM terminal, run an appropriate scp command to transfer the 
ubuntu_1234.txt file from the Ubuntu VM to the default/current working directory of the CentOS VM, 

under a new file name like ubuntu_centos_1234.txt file. Print the contents of the ubuntu_centos_1234.txt 

file in the CentOS VM. Include screenshots for both the file transfer and print command. 
 

Task 13: Without logging in to the Ubuntu VM, run the appropriate SSH command from the Cent OS 

VM itself to remotely print (cat) the contents of the two text files in the Ubuntu VM: ubuntu_1234.txt and 
centos_ubuntu_1234.txt file. Include screenshots. 

 

Task 14: On your host Windows machine, launch the SSH Secure Shell client application to connect to 

the Ubuntu VM as a regular user (in my case, natarajan) and transfer the above two text files: 
ubuntu_1234.txt and centos_ubuntu_1234.txt file to the Windows machine. Show screenshot of logging 

in to the Ubuntu VM from SSH Client application in Windows.  

 
Task 15: Print the contents of the two text files (that you transferred in Task 14) in a DOS prompt using 

the type command. Include screenshot. 

 
 

What to Submit: Your answers to the questions and responses for the activities to be conducted in 

each of the tasks 1 through 15. Include appropriate screenshots. 

 

 
 
















