
Jackson State University, Department of Computer Science 
CSC 438/539 Systems and Software Security, Spring 2014 

Instructor: Dr. Natarajan Meghanathan 

Term Project (Choice # 1): Stack Smashing Attack on a C Program 
Due: April 23, 2014: 7.30 PM 

Project Specifications: Your task in this project is to execute the sequence of steps that we 

discussed in class to launch a stack smashing attack on the demo.c program. Use the Ubuntu VM installed 

on a VMware player or Virtualbox. Make sure your Ubuntu VM is a 32-bit virtual machine. If you 

have installed a 64-bit machine, download the .iso file for a 32-bit Ubuntu VM as shown below. You 
need to record a video showing how you would execute the sequence of steps to launch the stack 

smashing attack. You should demonstrate the behavior of the program for inputs that (i) is valid; (ii) 

would cause overflow, but no side effects; (iii) would cause overflow and change the return address so 

that control gets transferred to a function that should not be executed. As part of the video recording, you 
should talk clearly as you do the steps.  

 

You could try using one of the following desktop recording software (or anything of your choice):  
CamStudio: http://sourceforge.net/projects/camstudio/files/legacy/  

Debut: http://www.nchsoftware.com/capture/index.html  

 

Submission: Upload your video to GoogleDrive or Dropbox and share it with my email address: 

natarajan.meghanathan@jsums.edu 

Installing VMWare Player 
Download the latest version (v.5 or v.6) of VMware Player for your Operating System from 
https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_player/5_0 

 

Downloading and Installing Ubuntu OS 
 

1.  Download Ubuntu OS http://www.ubuntu.com/download/desktop and save it somewhere on your 

computer. Download the 32-bit version of the Ubuntu VM .iso file. 
2. Open up VMWare Player 

3. Click on Create a New Virtual Machine 

4. Select Installer disc image file (iso): browse for your Ubuntu .iso file and click Next 
5. Type in your full name in the space provided. Use your J-number as Username (with a lowercase j). In 

my case, I use natarajan as the username. For your password, Select a password of your choice (easy to 

remember; but, difficult to find out by others). Click Next after entering the information. 

6. Next, type in a name for your virtual machine (use your J-number again). Click Next. 
7. On the next page, select Store virtual disk as a single file, and click Next. 

8. Click Finish on the next page and wait for the OS to be installed. 

9. Next, log into Ubuntu OS with your password and press Enter. 
 

10. Click the Player menu, and go to Manage then Virtual Machine settings. 
 

11. When the settings come up, make sure that the Network Adapter is set to NAT, and click OK. 
 

12. Launch a terminal by clicking the Dash Home (indicated in the picture below) 

and typing terminal in the box provided. Then click the Terminal icon. 
 

 

 


























