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Standard-1: Detect or Prevent
Integer Overflow

Programs should not permit arithmetic operations to
exceed the ranges provided by the various primitive
integer data types.

— In the Java language, the only integer operators that can throw
an exception are the / and % operators, which throw an
Arithmetic Exception if the right-hand operand is a 0. In addition,
the -- or ++ unary operators throw an OutofMemoryError if the
decrement or increment operation requires insufficient memory.

Representation Inclusive Range

6-bit signed two's-complement 126 to 127

16-bit signed two's-complement -32,768 to 32,767

32-bit signed twa's-complement -2, 147 453,640 to 2,147 463 647

b4-bit signed two's-complement -9,223,372,036,854, 775,60 to 9,223,372 036,654,775 807



Vulnerable Program: Integer Overflow

class intOverflow{

public static volid main(String[] args){

int argl = Integer.parselnt(arg=s[0]):
int argZ = Integer.parselnt (arg=[1l]):
int sum = argl + argl:

System.out.println("int sum: "+sum);

sswpresSSCANE-IntOuerf low>rjava intOverf low 2147483645 4
int sum: —-2147483647



Solution # 1: Pre-condition Testing

 |dea: Check the inputs to each arithmetic
operator to ensure that overflow cannot
occur. Throw an ArithmeticException when
the operation would overflow if it were
performed; otherwise, perform the
operation.



clas=s intCverflow{

public static int =s=afeiddd(int left, int xright)
throws ArithmeticException{

if (right > 0 ?
left > Integer.MAX WVALUE - right
left < Integer.MIN VALUE - right){
throw new ArithmeticException("Integer owverflow™) !

Pre-condition Testing for Addition

return left 4+ right:

public static void main{(String[] arg=){

int argl Integer.parselnt (args[0]) :

int argsZ = Integer.parselnt{arg=[1]):
try{
int sum = safefdd{argl, argl):

Syvestem.out.println("int =sum: "+=um) ;

catch(ArithmeticException ae) {
Svstem.out.println (aes) ;

wpes SCANE—intOverf low:java intOuerflow 2147483645 4
java.lang.ArithmeticException: Integer overf low

swpessSCANB—-intOverf low:java intOverflow 2 4
int sum: 6




Code Segments for Safe Arithmetic

static final int safeSubtract{int leftt, int right)
throws ArithmeticException {
it (right > @& ? left < Integer.MIN VALUE + right
: left > Integer.MAX VALUE + right) {

throw new ArithmeticException("Integer overflow");
1

] . For the sake of understanding,
return left - right; Assume Integer. MAX_VALUE = 127
Integer.MIN_VALUE = -128

static final int safeMultiply(int left, int right) |eft =65;right=2
throws ArithmeticException { .
if (right > @ ? left > Integer.MAX VALUE/right /left='65= right = 2
|| left < Integer.MIN_VALUE/right - left=65;right=-2

1
J

. (right < -1 ? left » Integer.MIN VALUE/right left = - 65;
g g L g
|| left < Integer.MAX VALUE/right” right=-2
: right == -1

&% left == Integer.MIN VALUE) ) {
throw new ArithmeticException("Integer overflow");
1
]
return left * right;
L
]

Source: https://www.securecoding.cert.org/confluence/display/java/NUMO00-J.+Detect+or+prevent+integer+overflow



Code Segments for Safe Arithmetic

static fimal int safeDivide(int left, int right)
throws ArithmeticException {
if {(left == Integer.MIN VALUE) && (right == -1)) {
throw new ArithmeticException("Integer overflow");

)
return left / right;

}

static fimal int safeNegate(int a) throws ArithmeticException {
if {a == Integer.MIN VALUE) {
throw new ArithmeticException("Integer overflow”);

I

return -a;

}

static final int safedbs(int a) throws ArithmeticException {
it (a == Integer.MIN VALUE) {
throw new ArithmeticException("Integer overflow”);

I

return Math.abs(a);

}

Source: https://www.securecoding.cert.org/confluence/display/java/NUMO00-J.+Detect+or+prevent+integer+overflow



Solution # 2: Upcasting

* |dea:
— Cast the inputs to the next larger integer type
— Do the arithmetic operation on the larger type

— Check the value of each intermediate result
and final result to see if it would still fit within
the range of the original integer type; if not
raise an ArithmeticException

— Downcast the final result to the original
smaller type before assigning the result to a
variable of smaller type and throw an



Vulnerable Program

cla=ss Upcasting{

S Ewvaluating the expression (a + b - o)
Sf where a, b and c are of type short

public =tatic volid main(String[] args){

short short a = Short.parseShort (args[0]):

short short b = Short.parse3Short (args[l]):

short short c = Short.parseShort(args[2]):

short result = (short) (short a + short b - short c);
System.out.println("result in short: "+ result):

h:MPESHEEHHE—intHUEPFluw}jaua Upcasting 3 4 5
rezult in shopt: 2

C:Mreshﬁﬂﬁhﬂ—intﬂuerfluw}jaua Upcasting 327684 18 &
result in short: 32965 ~— How is this possible???

IC:spres " SCAB—intOverf low>java Upcasting 32V6H 18A 5
rezsult in short: —-32681




cla=ss Upcasting{

Solution using Upcasting

public static int checkShortRange (int wvalue)
throws ArithmeticException{

if (wvalue > Short.MaX VALUE || walue < Short.MIN VALUE)
throw new ArithmeticException("Integer overflow"™):

return walue:

public =tatic int =safefdd(int left, int right)
throws ArithmeticException{

if (right > 0 ?
left > Integer.MaX VALUE - right
left < Integer.MIN VALUE - right){
throw new ArithmeticException ("Integer overflow"™):

return left + right;

public =tatic int =safeSubtract(int left, int right)
throws ArithmeticException{
if (right > 0 2
left < Integer.MIN VALUE + right
left > Integer.MAX VALUE + right){
throw new ArithmeticException ("Integer overflow"™):

return left - right; Continued.....



public =static vold main(String[] args){

tryi
short short a = Short.parseShort (args[0]):
short short b = Short.parseShort(args[l]):
short short c = Short.parseShort (args[2]):
short result = (short)
checkShortRange (
safeSubtract |
checkShortRange ( safefdd (short a, short b) ),
short c )
) :
System.out.println("result in short: "+ result):

catch(ArithmeticException ae){
System.out.println(ae) ;

E:MPESHECHHE—intGUEPfluw}jaua Upcasting 3 4 &
esult in short: 2

IG:sres~SCANB—1intOverf low>java Upcasting 327680 18 5
java.lang.ArithmeticException: Integer overflow

IG:sres~S5CANB—intOverf lowrjava Upcasting 32760 1688 5
java.lang.Arithmet icException: Integer overflow

ssressSCANB—intOverf low>java Upcasting 32748 18 5
ezult in short: 32745




Solution # 3: Use Biglnteger Class

e |dea:

— Convert the inputs into objects of type Biglnteger and
perform all arithmetic using Biglnteger methods.

— Type Biglnteger is the standard arbitrary-precision
integer type provided by the Java standard libraries.

— The arithmetic operations implemented as methods of
this type cannot overflow; instead, they produce the
numerically correct result.

— Consequently, compliant code performs only a single
range check just before converting the final result to
the original smaller type and throws
an ArithmeticException if the final result is outside the
range of the original smaller type.



Solution using Biglnteger

import java.math.BiglInteger;
class BigIntegerArithi

static Biglnteger bigMaxShort = BigInteger.wvaluelf (Short.MAX VALUE):
static Biglnteger bigMinShort = Biglnteger.wvaluelf (Short.MIN VALUE) :;

public =s2tatic BigInteger checkShortRange (BEiglnteger wvalue)
throws ArithmeticExceptiond{

if (value.comparelo(bigMaxShort) == 1 ||
value.comparelo (bigMinShort) = -1)

throw new ArithmeticException("Integer overflow") :

return value;

Continued.....



public static wvoid main(String[] args){ Solution usinq Biqlnteqer

trvi
short short a = Short.parseShort (args[0]):
short short b = Short.parseShort (args[l]):

short short ¢ = Short.parseShort (args[2]):

Biglnteger big a = new Biglnteger (""+short a);
Biglnteger big b = new Biglnteger (""+short b):
BigIlnteger big ¢ = new Biglnteger (""+short c);

Biglnteger big result = big a.add(big b).subtract(blg c):
short result = (short) ( check3hortRange (big result) ).intValue():
System.out.println("result in short: "+ result);

catch (ArithmeticException ae) {
System.out.println(ae) ;

sswressSCANE—1intOuverflow>java BigIntegerfirith 3 4 &
esult in short: 2

sswressSCANE—1intOuerflow>java BiglntegerArith 32768 18 5
esult in short: 32765

tswressSCANE—-1ntOverf low>java BiglntegerfArith 32760 148 &
java. lang.ArithmeticException: Integer overflow

swress3CANE—-intOuverflow>java BiglntegerArith 32748 18 &
esult in short: 32745




Standard 2: Floating Point Values

« When precise computation is necessary, such as when performing
currency calculations, floating-point types must not be used. Instead,
use an alternative representation that can completely represent the
necessary values.

Vulnerable Code: Program requiring

Precise Computation

clas=s floatingPointValue{

public static vold main{(5String|[] arg=s){

double dollar = 1.00:;
double dime = 0.10;

int number = 7T:

Svstem.out.println(™ A dollar less "+number+" dimes is £"+
(dollar - number®*dime) ) ;

sspessSCAN11—f loatDouhbhle >java floatUsDouble
A dollay less ?? dimes is $H.29999999999999903




Solution 1: Use Integer types

clas=s floatingPointValue{
public =static volid main(String[] arg=s) {

int dollar = 100;
int dime = 10;

int number = T

System.out.println(™ &4 dollar le=s=s "+number+
" dimes i= "+ (dollar - number*dime) +%" cents"™ );

C=spesSSCANI1—f loatDouble>java FloatingPointUalue
A dollar less ¥ dimes is 38 cents




Solution 2: Use BigDecimal

import java.math.BigDecimal:;
cla=ss floatingPointValue({

public static wvold main(S5tring[] args){

BigDecimal dollar = new BigDecimal ("1.0");

BigDecimal dime = new BigDecimal ("0.1"):;

int number = 7;

System.out.println{ "4 dollar less " + number + " dimes
iz £ " +( dollar.subtract|{ dime.multiply(new BigDecimal (number) )

N

dollar less 7 dimes iz 5 B.3

F:Hreshﬂﬂﬁhii—fluatDuuhle}jaua FloatingPointUalue

Note: Do not construct BigDecimal objects from floating point literals like:
BigDecimal dollar = new BigDecimal(1.0);
Instead use string-based BigDecimal constructors.



Standard 3: Do not Attempt
Comparisons with NaN

 Use of the numerical comparison operators (<, <=, >, >=, ==) with NaN (not
a number) returns false, if either or both operands are NaN.

« Use of the inequality operator (!=) returns true, if either operand is NaN.

class NaNComparison{
public =static vold main(String[] args){

double x = 0.0;
double result = Math.sin(l/x):

if ({ result = Double.NalN ){
system.out.println({"result iz Hal"):

el=e{
System.out.println("result i= not a NaN"):

esult is not a MaN

ﬁ:HPEshﬂﬂﬁhiﬂ—ﬂaﬂﬂumparisun}jaua MaMComparison




Solution: Use the
Double.isNaN(double) Methoa

class NaNComparisoni{
public static vold main(String[] args){

double = = 0.0:;
double result = Math.sin(l/x):

if ( Double.isMNal (result) ){
System.out.println("result i= NaN"):;

else{
system.out.println("result i= not a HaN "+re=sult);

C:swressSCAN12—NaMComparizon»java MaNComparison
result is MaN




Standard 4: Check Floating Point
Inputs for Exceptional Values

« Floating-point numbers can take on three exceptional
values: infinity, -infinity, and NaN (not-a-number). These values are
produced as a result of exceptional or otherwise unresolvable
floating-point operations, such as division by zero, or can be input by

the user.

class floatingInputCheck{

public =tatic

double argl
double arg?

if {(argl >=

vold main(S5tring[] args){

Doubkle.parseDouble (args[0]) !
Double.parseDouble (args[1]) !

Double .MAX VALUE - argl){

System.out.println({"integer overflow error.."):;
elae{
System.out.println("sum i=s: "+ (argl+argl) ):

ssress3SCAN11-—floatDouble>java FloatingInputCheck 34 MaM
um is:- MaM




class FfloatingInputCheck{ SOlUtiOn: CheCk
public static woid main(String[] args){ ValueS before

double argl = Double.parselDouble (arg=[0]) -
double argZz = Double.parseDouble (arg=s[11]1): Use

if (Double.isNaN({argl) || Double.isNaN({argZ) ) {
Svetem.out.println{("Input (=) i= a HaMN™) :
recurn;

if (Double.isz=Infinite({argl) || Double.iszInfinite{argZ) ) 1{
Svstem.out.println{("Input (=) i= infinite™) ;
return;

if (argl >= Double.MAX VALIUE - argd){
Svstem.out..println{("integer overflow error..™) :
return;

System.out.println{("Sum i=s "+ (argl4+argZ) )

h:Hreshﬂﬂﬁhli—fluatDuuhle}jaua FloatingInputCheck 34 HaN
Input{z>» iz a HaM

IC:spressSCAM11—f loatDouble>java floatingInputCheck 34 Infinity
Input<s>» is infinite

E:Hreshﬂﬂﬁhli—fluatDuuhle}jaua floatingInputCheck 34 45

um is V9.8




Standard 5: Do not use Floating
Point Values as Loop Counters

class FfloatlLoopCounters{
public static void main(String[] arg=s) 1
int counter = 17
for (double i = 0.1; 1 <= 2.0; 1 += 0.1) 1

Svstem.out..println{(i+"Z“c"4+ocounterxr) ;
countexr4+4;

* Ciswres-S3CAN11—Ff loatDouble>rjava fFloatLoopCounters
8.1 1
- "_2 2
¥ B . 2000000000AARAA 14 |

B.4 4

. B.5 5

Hy H.6 [
a_<7 s
\._/7e99999299292929292999 B
B_B999999299292929292999 o
\._99999929299292929292999 14
1 @999 92922929292999 11
1 .2 12
1.3 13
1 - <AAEAAAGAAAAREAL 14
1 . 5AA0AHA0AEAEARDAZ 15
W Y G]GIG]IGIGIGIGIGIGIGIGIGIGTE ke i6
iR GG IGIGIE]GIGIGIGIGIGIGIGE: ) i+’
iR G IGIGIGIGIGIGIGIGIGIGIGIGTE L i8
1 . 276080000000AAEARAGL 19
Ciswres~SCA~11—Ff loatDouble >




Solution: Use Integer Loop Counter

class floatLoopCounters{
public static void main(5tring[] args){

for (int counter = 1; counter <= 20; counter++) {
Svstem.out.println{ (counter®0.1)+"\t"+counter) ;

res~SCA~N11—fFfloatDouble>java fFloatLoopCounters
1
2

(GIGIGIGIGIEIEIGIGIGIGIGInInlGE: ) 3
4
5

(G]G]G]1GIGIG]GIG]G]GIGIGIGIGNE b

A80RRAARRRARAL 7
8
2
18
11

(GIGIGIGIGIEICIGIGIGIGIGIG]E s 12
13

[G]G]G]GIGIE]GIG]G]GIGIGIEIGNE 14
15
16

H8dRRARRRRA2 17
18

A800ARRRARRBAAL 19
28

stwressSCAN11—floatDoubhle >

£ MNEFEEREEEEEEEDOLUOARERERS
[ ] [ ] [ ] [ ] [ ] [ ] [ ] ] ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] ] ] [ ] [ ] [ 1]
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Standard 6: Conversions of Numeric
Types to Narrower Types should not
result in Lost or Misinterpreted Data

class narrowConversions{
public =tatic byte castByte(int X) {
return (byte) X:
public static volid main(String([] args) 4
int x = 128;

byte b x = castByte (x):
System.out.println(b X):

ﬁ:HPESHECHM13—naPPquunuersiuns}jaua narrowConversions
128




Solution: Range Check the Values
before Conversion

class narrowConversions{
public =static byte castByte(int x) throws ArithmeticException{
if (x > Byte.MAX VALUE || =x < Byte.MIN VALUE)

throw new ArithmeticException("byvte overflow"™):

return (byte) =x;

public =static volid main(String[] args){
int X = Integer.parselnt{args[0]):
tryd
bByte b x = castByte(x):;

System.out.println(b x):

catch (ArithmeticException ae) {
System.out.println{ae);

Co:sressSCAN13—narrouwConversions>java narrouwConversions 128
java.lang.ArithmeticException: bhyte overf low

CispessSCAN1I—narrowConversions>java narrowConversions 12
12




Issue 1: Handling Number Format
Exception

Vulnerable Program

clasz CheckNunmberFormatEx{
public =static vold main(String[] args){
int arg = Integer.parselnt (arg=s[0]):
Ssystem.out.println("int wvalue entered: "+arg):

Note: Acceptable range of 32-bit integers (considering 2’s complement)
-2147483648 to0 2147483647

h:Hres&ﬂﬂﬁ&ﬂ—intﬂuerfluw}jaua CheckMumberFormatEx 2147483648
Exception in thread "main" java.lang.MumberFormatException: For input string: "2
147483648"

at java.lang.MumberFormatException.forInputString{Unknown Source)

at java.lang.Integer.parselnt{Unknown Sourcel

at java.lang.Integer.parselnt{Unknown Source)

at CheckNumberFormatEx.main{Check_MumbherFormatEx. java:3>




Code to Handle Number Format
Exception

clazz CheckNumberFormatEx{
public =tatic vold main({(5tring[] arg=){

try{
int arg = Integer.parselnt{arg=s[0]):
System.out.println("int wvalue entered: "+arg):

catch (NumberFormatException nfe) {
System.out.println("integer input outside acceptable range®):;

CisressSCASB—intOverf lowrjava CheckNumberFormatEx 2147483648
integer input outside acceptable range

CisressSCASNB—intOuerf lowrjava CheckMumberFormatEx 2147483647
int value entered: 2147483647

CisressSCASB—intOuverf low: java CheckMumberFormatEx —-2147483648
int value entered: 2147483648

Cospes~SCA~B—-intQuverf low>java CheckMumberFormatEx —-2147483649
integer input outszide acceptable range




