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Jackson State University 

Department of Computer Science 

CSC 439-01/539-02 Advanced Information Security 

Spring 2013 

Instructor: Dr. Natarajan Meghanathan 

Lab Project # 2: Lab Project on using PGP – GNU Privacy Guard (GPG) for 

Secure E-mail Communication 
 

Due: March 4, 2013: 7.30 PM 

 

Pretty Good Privacy (PGP) 
PGP is a secure E-mail communication standard that provides cryptographic privacy and authentication. 
PGP supports both symmetric keys-based and public/private key pairs-based secure communication 

between communicating parties. In this project, we will do both symmetric as well as public key-based 

encryption. We will use GNU Privacy Guard (GPG) – an open-source version of PGP in our project. 
 

WHAT TO SUBMIT: Read through the entire project description and follow the steps as indicated in 

detail. Submit the following 
1. An abstract (8 points) – briefly describe the actual project, in about 200-250 words 

2. Introduction (12 points, about 1.5 pages): Compare the three e-mail security standards: PGP, 

S/MIME and DKIM, including their working principle, applications, pros and cons, etc. 

3. PGP in detail (20 points, about 2 pages): Explain the working of the PGP for both symmetric and 
public-key encryptions (using a flowchart followed by description), for each case, indicating the 

sequence of steps, in a nutshell.  

4. Answer the questions (20 points) 1 through 6 as they appear in the course project description. 
5. Project Execution Screenshots (40 points): screenshots of all the numbered figures, starting from 

page 5 (1 through 22, for sure, and 23 through 36, depending on how much you can proceed with 

regards to question 6). Submit your detailed project report with Figures 1 through 36 clearly 
labeled. When you take the screenshots, make sure you place your mouse pointer outside the 

Virtualbox window (somewhere on your local computer) with the Virtualbox window (Ubuntu 

screen) still open to capture what you want. 

 
You will do this project in a virtual machine environment. 

 

Installing VirtualBox 4.2 and Ubuntu OS 
 

Go to https://www.virtualbox.org/wiki/Downloads and download VirtualBox for your operating system.  

If you work on a lab computer, you need to use the Ubuntu VM .iso file that is stored on the local 

machine. If you work on your personal computer, you need to download the Ubuntu .iso file from the 
website listed in Step # 1 and continue. You may use the following steps for installing the Ubuntu VM on 

the virtualbox. 

 
1. The Ubuntu installation file is located on the desktop of your PC in the lab machines (it can be 

downloaded from http://www.ubuntu.com/download/ubuntu/download if the .iso file cannot be 

located on your desktop). 
2. On the VirtualBox Manager screen click on “New” 
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3. When prompted, put your J # for the name of the VM and select “Linux” as OS (when you 
choose Linux as OS, the program should automatically choose Ubuntu as Version, if not select 

Ubuntu) and click Next. 

4. Set the RAM memory at 1024 MB on the following screen and click Next. 
 

5. On the following screen make sure that “Start-up disk” is selected. Check “Create new hard disk” 

if not selected. 
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6. On the following screen select “VDI (VirtualBox Disk Image)” and click Next 

7. On the next screen, make sure to select “Dynamically Allocated” and click Next (this option will 
enlarge the hard disk space as needed). 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

8. Leave everything as it is on the next page and click Next. 

9. The next screen displays the information about the VM you are about to create; click “Create” 
twice and wait for VirtualBox to create your VM. 

10. After your VM appears on VirtualBox Manager’s screen highlight the VM and click on 

“Settings.” 
11. On the popped-up screen select “Storage.” In the Storage menu select “Empty” on Storage Tree 

under IDE Controller. When “Empty” is selected, click the circular disk object under Attributes 

and click on “Choose a virtual CD/DVD disk file.” 
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12. On the popped-up window show the location of the Ubuntu image file and click OK (by default 

the Ubuntu is on your desktop, if you have downloaded it from the website, show the path to the 
downloaded file accordingly). 

13. The “Empty” under IDE Controller should have the name of the Ubuntu file, if you have done 

everything listed above. If it does click OK, otherwise redo steps 2 to 13. 

14. Now, it is time to install the Linux OS on the VM. To be able to do that, highlight the VM and 
click on “Start” or simply double click the VM. 

15. Click OK, on series of tips that pop-up.  Wait till the Welcome window appears inside the VM 

(ignore the message in red before the Welcome page). 
16. On the Welcome page select “Install Ubuntu” 

17. On the next screen click “Forward” 

18. On  the next screen select “Erase disk and install Ubuntu”  and click Forward (do not panic about 
the warning, the disk mentioned is allocated for VM, so no actual hard drive is erased). 

19. Click “Install Now” 

20. While installation process is going, you will be prompted to choose your time-zone. Just type the 

name of the city, and it should give you the choices from which you can select the appropriate 
one, and click Forward; on the keyboard layout leave everything as it is, and click Forward.  

21. On the “Who are you?” page, type your initials and last 4 digits of your Student ID (J#) for “Your 

Name” box. The system should automatically fill your computer name and a user name. For your 
password, type a sequence of characters of your choice and click “Forward.” 

22. Wait until the virtual OS is installed, it may take some time, be patient.  

23. After installation is complete, you will be prompted to restart your system. Click on Restart Now 
and then press any key as prompted (it only restarts VM) 

24. In Login page click on your username (your username should be your initials and last 4 digits of 

your J#) and type your password. 

25. Ignore the pop-up and click Close. 
 

Starting the Ubuntu Virtual Machine 
 
Now, double click on the VM on the left side screen that you have got and keep clicking OK for all the 

messages that come (you can even make them not to show up from next time, if you wish so) and now the 

Ubuntu VM would have been loaded up (left screenshot below). Now open a terminal window by 

selecting load up the terminal window, by clicking the Dash icon (the top most icon in the window below, 
as indicated) and type ‘terminal’ on the search space that pops up. Click on the left most terminal icon 

(the pure black one) that shows up and launch the terminal to start working on your project. 

 

   
 

LibreOffice Impress 
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Stage 1: Installing GPG on your Ubuntu Virtual Machine 
 

1. In the terminal, run the command “sudo apt-get install pgpgpg”. When asked, enter the password that 

you used during the Ubuntu installation. The GPG installation will start and wait for it to complete. 
2. Following step 1, run the command “sudo apt-get install gnupg-agent” in the terminal. The GnuPG-

Agent installation will start and wait for it to complete. 

 

 

Figure 1: Powerpoint Presentation in LibreOffice Impress 

 

Stage 2: Symmetric Key Encryption/ Decryption with GPG 
In this phase of the project, we will create a Powerpoint (.ppt) file using the LibreOffice Impress 
application available in Ubuntu. We are going to encrypt the .ppt file at one end using GPG and a 

symmetric key and send it as a secure attachment over e-mail to the other end where we will decrypt 

using GPG and the same symmetric key, extract and view the .ppt file. 

 
1. From the menu on the left side panel, open the LibreOffice Impress Powerpoint application.  

2. Type the contents in a slide, something similar to the one shown in Figure 1, with your name and date 

appearing on it. Save the file as a .ppt file. Note down the location where you save the file. In this 
project description, I am storing it in the folder /home/natarajan/gpg. You can cross check by going to 

the terminal and to the /home/natarajan/gpg folder and make sure the .ppt file is there. I have named 

the .ppt file as NM-file1.ppt, where ‘N’ and ‘M’ are the first characters of my first name and last 

name respectively. You should also follow a similar convention, based on your first name and last 
name, while doing your project.  

Note: By default, you would be logged into the /home/natarajan/ folder. You may want to create a 

‘gpg’ folder for yourself to do this project (you could create a gpg folder using the mkdir command in 
the terminal or in the file saving window), though this is not mandatory. You can save your file 

anywhere insider any folder. 

 
3. Now, run the command “gpg --symmetric NM-file1.ppt”. You will be prompted for a passphrase and 

to repeat what you entered again. In this project description, I used secprj as the passphrase. You are 

free to use anything that you wish. But, remember that passphrase as you will need it to decrypt. Now 

run the ls –l command on your terminal, you should be able to see a .gpg file. In Figure 2, it appears 
as NM-file1.ppt.gpg. 
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Figure 2: GPG Symmetric Key Encryption of the Powerpoint File 

 

 

Figure 3: Copying the encrypted GPG file and saving as another file 
 

4. You can actually e-mail this NM-file1.ppt.gpg file as an attachment and it can be downloaded and 

saved at the receiver side in a different file name, but of course with the “.ppt.gpg” extension. In this 
project description, I have just copied the NM-file1.ppt.gpg file to another file with name email-NM-

file1.ppt.gpg in the same folder. You can use the “cp” command as I have shown. Use ls –l to see if 

the new file is there. See Figure 3 above. 
5. Run the command “gpg --output extracted-NM-file1.ppt –d email-NM-file1.ppt.gpg” as shown in 

Figure 4, you will be prompted for the passphrase. The extracted contents will be in the extracted-

NM-file1.ppt file. You can cross-check by opening the extracted .ppt file. 

 

 
 

Figure 4: Decrypting and extracting the Powerpoint file 

 

 
Figure 5: Encrypting the Powerpoint to printable ASCII characters 

 

 
 
 

Figure 6: Encrypting the Powerpoint to printable ASCII characters 

Note the difference in the file sizes. Why is it? 
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Question 1: Why is there a difference in the file sizes of the .asc and .gpg versions in the symmetric key 
encryption? 

6. Now, instead of attaching the encrypted .gpg file, if you want to send the encrypted data as part of the 

e-mail body, then you can encrypt the NM-file1.ppt using the command: “gpg --symmetric --armor 

NM-file1.ppt”. See Figure 5. You will be prompted to enter a passphrase and repeat it. You can enter 
a different passphrase or the same passphrase that you used in Step 3. But, remember the passphrase 

you entered now. An encrypted file by the name NM-file1.ppt.asc would have been created. 

7. A run of the ls –l command will list the NM-file1.ppt.asc (see Figure 6) and if you run the cat 
command as: “cat NM-file1.ppt.asc”, a long list of printable ASCII characters would be displayed 

(see Figure 7). You can open your email compose box and copy and paste the contents of the NM-

file1.ppt.asc and send it to the receiver. Only with gpg and the correct passphrase, someone can 
decrypt the message. 

 

 
 

Figure 7: A portion of the encrypted PGP message of the Powerpoint file 

 
8. To decrypt the encrypted file NM-file1.ppt.asc, run the gpg command as: “gpg --output ext-NM-

file1.ppt --armor –d NM-file1.ppt.asc”. The extracted Powerpoint file would be stored with a file 

name ext-NM-file1.ppt. You can use the ls –l command to check whether the file has been extracted 
and is available in the folder. See Figure 8. 

 

 
Figure 8: Extraction of the plaintext Powerpoint file from the ciphertext ASCII character file 
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Stage 3: Public Key Encryption/ Decryption with GPG 
 
Scenario: The scenario here is there are two users: nmeghanathan (referred to as the ‘sender’) and 

natarajan_jsu (referred to as the ‘receiver’), with e-mail accounts nmeghanathan@jsums.edu and 

mnatraj77@hotmail.com respectively. We are going to create new user accounts with usernames 

nmeghanathan and natarajan_jsu in our Ubuntu machine. We are then going to create the public-key and 
private-key pair for the two users. The receiver account exports its public key to the sender and the latter 

uses it to encrypt a secret message and send the encrypted version back to the receiver. Now, the receiver 

decrypts the ciphertext message with its private key and extracts the message. In this scenario, we are 
going to send a simple text file as our message. The details are explained below: 

Accounts to be created by the students: Following the analogy described here, you should create two user 

accounts that somehow capture your first name and/or last name and that you are associated with JSU. 
Associate your JSU email address with the sender account and your non-JSU address (any active email 

address should work) with the receiver account. 

 

1. In this projection description, I create two user accounts by name, nmeghanathan and natarajan_jsu. 
Figure 9 illustrates the user account creation step. 

Note: It does not matter from which folder you create the two user accounts. I just create it from the 

/home/natarajan folder. Note that you may also be prompted to enter the password (for Ubuntu OS) the 
first time you try to create an account. Then, for each of the two accounts, you will be asked to enter a 

UNIX password and reconfirm it. Choose a password of your choice for each of the two user accounts. 

 

 
 

 
 

Figure 9: Creation of the two user accounts nmeghanathan and natarajan_jsu 



 9 

Question 2: What is the purpose of the sudo command? 

 
Question 3: Where you prompted for the Ubuntu OS password when you tried to create the second 

account? If not, why is that you were asked for the first time and not the second time? 

 

2. Run the command “sudo visudo” to launch the file “/etc/sudoers.tmp” in a text editor and insert the 
two lines as shown in Figure 10 (note that you will have to appropriately change the usernames 

depending on what you have created). Then, use Ctrl+O to save the file and press Ctrl+X to exit the 

editor. This step will make the two user accounts to be able to use “sudo”.  
 

 
 

Figure 10: Editing the /etc/sudoers.tmp file to let the two new users to run the sudo command  

 

Question 4: What do you think are the above two lines doing? 
 

3. Login to nmeghanathan using the sudo command “sudo login nmeghanathan”. You would be 

probably prompted for the Ubuntu OS password and definitely for the password corresponding to the 
user account.  

4. Launch another terminal and login to the other user account natarajan_jsu, in my case, through the 

command: “sudo login natarajan_jsu” 

5. Generate the keys for the sender account: nmeghanathan using the command “gpg --gen-key”. 
Similarly for the receiver account: natarajan_jsu. Choose the values for the algorithm parameters as 

indicated below for the sender and receiver accounts. Make sure to associate an email address, when 

asked, to each of the two accounts.  
 

Choose the following parameters for both the accounts: 
 

Kind of Key: DSA and Elgamal 
DSA Key size: 2048 bits 

Keys does not expire at all 

 
Then, for each of the two accounts, enter your real name and the email-address you want to associate 

with. Write a different comment for the two accounts.  

 

Add these two lines 



 10 

Now, the system is creating the public and private keys for the account. In order to bring in more entropy 

(a measure of randomness) to the key creation process, which would eventually generate stronger keys -  
sure to do some busy things on the VM like opening a web browser (the ‘rekonq’ browser) and visiting a 

website or searching for your name in Google, etc. 

 

Passphrases: Finally, you will also be required to choose a passphrase (it is your choice) and confirm it. 
Make sure to remember the passphrases that you assign to each public-private key pair as they are 

required to do any encryption/ decryption. 

 
Finally, you should see some output like Figure 11 for the two user accounts, confirming the creating of 

the public and private (referred to as secret key in the output) keys. 

 

 
 

 
 

Figure 11: Confirmation for the creation of the public and private key pair for the two user accounts 
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4. Exporting the public key of the receiver (natarajan_jsu) to the sender (nmeghanathan): In this 
step, run the command: “gpg --armor --output mnatraj-pk --export mnatraj77@hotmail.com” to dump the 

receiver natarajan_jsu’s publick key in file “mnatraj-pk” (see Figure 12). You can run “more mnatraj-pk” 

to review the ASCII formatted-version of the public key (Press ‘q’ to quit from the more screen). Now, 

run the copy command in sudo mode to copy the receiver’s public key mnatraj-pk to the sender 
nmeghanathan’s home folder. The command to be used is: “sudo cp mnatraj-pk /home/nmeghanathan” 

(see Figure 13). In the sender nmeghanathan’s terminal window, verify the existence of the file mnatraj-

pk in the folder /home/nmeghanathan by running the ls command in that folder (see Figure 14). 
 

 
 

Figure 12: Exporting the Receiver (natarajan_jsu) public key to an ASCII file mnatraj-pk 

 

 

Figure 13: Command to copy the Receiver’s public key to the Sender default folder 

 

 

 

Figure 14: Proof of existence of the Receiver’s public key at the Sender’s default folder 

 
6. Importing the Receiver’s public key to the Sender’s key store: Now that the receiver has exported 

its public-key file to the sender, the sender needs to import it. Run the command in the terminal of the 

sender nmeghanathan: “gpg --import mnatraj-pk” 
 

 
Figure 15: Importing the Receiver (mnatraj-pk) public key to the sender (nmeghanathan) key store 

 

7. Create and Encrypt a Message: 
 

• Open pico or any text editor at the Sender (nmeghanathan) and enter the following line and save 

the file as secret-message.txt. Alternatively, you can also use the “cat > secret-message.txt” 

command and press Ctrl+D after entering the line (see Figure 16). 
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This file is created by Natarajan Meghanathan on February 11, 2013. 
 

 

 

Figure 16: Creation of the Text File to be sent 

 

• Now, run the command (see Figure 17): “gpg  --recipient mnatraj77@hotmail.com  --armor  --encrypt  

secret-message.txt” to encrypt the secret message text file using the public key of the user associated 

with the email address mnatraj77@hotmail.com (i.e., the receiver) and note that here we want to 

transform the encrypted version into an ASCII format. Press Y for accepting the public key of the 

receiver as stored in the key store. An encrypted version of the text file with name, secret-
message.txt.asc would have been created. Use the ls –l command to see the presence of the encrypted 

file and run “more secret-message-txt.asc” to see the contents of the file (see Figure 18). 

 

 

 

Figure 17: Encryption of the secret message text file at the sender using the public key of the receiver 
 

 
 

Figure 18: Encrypted version of the secret message text file in ASCII format 
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Figure 19: Size of the plaintext and encrypted version of the secret message files 
 

Question 5: As you can notice from Figure 19 above, the size of the encrypted secret message ASCII file 

is much larger than its plaintext version. Why is it so? Explain. 
 

• Use the command: “sudo cp secret-message-txt.asc /home/natarajan_jsu” to transfer the encrypted 

message file to the default folder of the natarajan_jsu account (see Figure 20). Use the ls –l command 

at the receiver (natarajan_jsu) account and check the existence of the encrypted secret message file. 
 

 
 

Figure 20: Copying the encrypted version of the secret message text file to the receiver’s account 
 

 
 

Figure 21: Verification of the presence of the encrypted file at the default folder of the receiver’s account 
 

8. To Decrypt the Message:  
 

• Run the command: “gpg --output extracted-secret-msg.txt --armor -d secret-message.txt.asc” to 

decrypt the contents of the secret-message.txt.asc encrypted file to the named output file 

extracted-secret-msg.txt. It could be any named file, but preferably with a .txt extension (as we 

know it is indeed a text file!!) so that we can easily open the file and see its contents, as also 
shown next by running the cat command (see Figure 22). 

 

 
Figure 22: Decrypting the encrypted file at the receiver and viewing the contents of the extracted text file 
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Question 6: Repeat the whole of stage 3 by using RSA and RSA (option 1) for the algorithms to generate 

the keys for one of the two user accounts (say, in my case nmeghanathan) and retain the DSA and 

Elgamal (option 2) based keys that you created for the other account (in my case natarajan_jsu). Use the 

same e-mail addresses as you used before for the two user accounts. Capture all the screenshots of the 
encryption/decryption process and number them (Figures 23 through 36) as well as label them 

appropriately. Are you able to complete all the steps and generate all the screenshots? If you are not able 

to do, explain the reason? If you are able to do, explain how using two different options for the keys for 
the two user accounts still works? Also, were you able to associate more than one public key with an e-

mail address and execute all the steps without any problem? How? 


