CSC 435 Computer Networks, Spring 2019
Instructor: Dr. Natarajan Meghanathan
Reading List for EXAM 4
EXAM 4 will be in-class on April 24th: 4 PM to 5.20 PM (CLOSED NOTES)

Module 7 - Transport Layer

1) What is the use of port number? Why can't process ids be used for port numbers?

2) Explain the difference between TCP and UDP with respect to the following:

a) Connectionless vs. Connection-oriented b) Use for real-time vs. delay-tolerant applications
¢) Use for communication involving few messages vs. lengthy and/or critical communication

d) Use for unicast, multicast and broadcast communication e) Preserving message boundaries

f) Fragmentation in the source network  g) Reliable, in-order delivery h) Full-duplex communication

3) Explain how Explicit Congestion Notification works with the interaction of the source, destination and
the routers through the IP header and TCP header.

4) Compute the Maximum Segment Size for a process running on the top of TCP/IP at a host whose
underlying network MTU is 1470 bytes. Assume maximum size for the TCP and IP headers.

5) Explain one of the purposes of use of the TCP Options field that we discussed.

6) What are the three scenarios that could trigger the transmission of a segment? Explain.
7) Briefly explain the 3-way handshake for TCP connection establishment.

8) What is the difference between flow control and congestion control?

9) What happens to the network throughput when you set the TCP timeout to be (i) far lower than the
round trip time and (ii) far greater than the round trip time? Justify your answer.

10) The following are the sample round-trip times (Sample RTTs) for the acknowledgments or timeouts
for a sequence of packet transmissions at the sender side: 150 ms, 300 ms, 250 ms, timeout, 400 ms,
timeout and 700 ms. Compute the estimated timeout value at the end of each acknowledgment received or
timeout incurred. Use Karl’s simple retransmission algorithm (a =0.5).

11) Consider the status of a TCP connection at the source and destination as shown in the Figure and
Table below. Let the Congestion Window size be 15,000 bytes. What would be the Effective Window
Size (the amount of data that can be sent) by the source considering:

a b C d

L§ >
Max. Receive Buffer = 30,000 bytes

Source Process Destination Process
MWatation | Description Bvte Sequence Number
a Last Byte Acknowledged 20,000
h Last Byte Sent 30,000
c Last Byte Read 15,000
d Last Byte Recerved 20,000

(a) Only Congestion Control



(b) Only Flow Control
(c) Both Flow Control and Congestion Control

12) Consider transmitting packets according to each of the following three congestion control algorithms:
(a) AIMD
(b) Slow Start
(© Fast Recovery

The congestion control algorithm that works in units of packets and that starts each connection with a
congestion window equal to one packet. Assume an ACK is sent for each packet received in-order, and
when a packet is lost, ACKs are not sent for the lost packet and the subsequent packets that were
transmitted. The lost packet and the subsequent packets have to be retransmitted by the sender.

For simplicity, assume a perfect timeout mechanism that detects a lost packet exactly 1 RTT after it is
transmitted. Also, assume the congestion window is always less than or equal to the advertised window,
so flow control need not be considered.

Consider the loss of packets with sequence numbers 7, 13, 20, and 25 in their first transmission attempt.
Assume these packets are delivered successfully in their first retransmission attempt.

Fill the following table to indicate the RTTs and the sequence numbers of the packets sent. The sequence
numbers of the packets sent range from 1 to 30.

Compute the effective throughput achieved by this connection to send packets with sequence numbers 1
to 30, each packet holds 1KB of data and that the RTT = 100ms.

RTT Sequence Numbers of Packets Sent

13) You are hired to design a reliable byte-stream protocol that uses a sliding window like TCP. This
protocol will run over a 100Mbps network. The RTT of the network is 100ms, and the maximum segment
lifetime is 60 seconds. How many bits would you include in the AdvertisedWindow and SequenceNum
fields of your protocol header?

14) Suppose TCP operates over a 1-Gbps link.

(a) Assuming TCP could utilize the full bandwidth continuously, how long would it take the sequence
numbers to wrap around completely?

(b) Suppose an added 32-bit timestamp field increments 1000 times during the wraparound time you
found above. How long would it take for the timestamp to wrap around?

15) Assume that TCP implements an extension that allows window sizes much larger than 64KB.
Suppose that you are using this extended TCP over a 1-Gbps link with a latency of 100ms to transfer a




10-MB file, and the TCP receive window is 1MB. If TCP sends 1-KB packets (assuming no congestion

and no lost packets):

— How many RTTs does it take until slow start opens the send window to 1 MB?

— How many RTTs does it take to send the file?

— If the time to send the file is given by the number of required RTTs multiplied by the link latency,
what is the effective throughput for the transfer? What percentage of the link bandwidth is utilized?

16) Briefly explain the two techniques for fast retransmission discussed in class. What is the advantage of
both these techniques over the Acknowledgment mechanism in the original TCP? Also, what is the
advantage of using the Selective Acknowledgment based fast retransmission compared to a Duplicate
Acknowledgment based fast retransmission? Explain.

Module 8 - Network Security
1) What are the critical parameters of a TCP session that need to be known to hijack the session?
2) Explain how TCP session hijacking could lead to an ACK storm?
3) Explain how are the following attacks launched and explain a prominent solution to mitigate or prevent
these attacks:
a) Smurf attack
b) SYN flood attack
¢) Session hijacking attack
d) Echo-Chargen attack
4) Briefly explain the Man-in-the-Middle attack and the use of a cryptographic solution to prevent it.

5) Consider the following structure of an encrypted message. Explain the sequence of steps that would be
needed to decrypt the message.

Encrypted

with Kpga
Name: A
Message to ID for A Halls gggue
user B Public key for A: Kpyg s

6) Briefly explain a significant difference between link-level encryption and end-to-end encryption.

7) Consider a message M. Using public-key encryption (along with any symmetric-key encryption, if
needed), how would you send it from a source S to a destination D so that you can provide each of the
following. Also, explain the order in which the receiver would unpack the message.

a) Confidentiality b) Integrity and Authentication c¢) All the three.

8) Briefly explain the sequence of steps in the IPSec security association (SA) establishment. How is it
identified (globally unique) and used in IPSec?

9) What are the two protocols/headers developed for [PSec? What features each of these two provide?



10) Differentiate between the IPSec transport mode and tunnel mode.

11) What are two significant attacks (that we discussed in the slides/lecture) that could be prevented by
employing a packet filter firewall.

12) Explain the “default-deny” and “default-allow” options of filtering packets through a firewall. What
are the pros and cons, if any?

13) Explain how would use a firewall (and what category) for each of the following scenarios. You need
to justify your selection:

a. An organization wants to give remote login access for its employers to their office computer. The
office computers could differ in the operating system employed and do not have a strong
authentication mechanism.

b. A network administrator wants to restrict clients from downloading beyond a certain number of
bytes from a file server over a time period.

14) What is the difference between a proxy firewall and a reverse proxy firewall? Explain their use.

15) What is the advantage of using a Demilitarized Zone (DMZ) in a network? What would be the nature
of machines that you would deploy in a DMZ network and why?

16) Mention some of the significant characteristics that are unique representative features of a “personal”
firewall when compared to the other three categories of firewalls discussed in class?

17) What is the advantage of using multiple layers of firewalls? Among the four categories of firewalls
we discussed in class, explain the sequence of firewalls that you would deploy to protect an
organization’s network, starting from its connection to the public Internet all the way to the internal hosts.
Justify why you recommend that sequence.

18) Differentiate between a network-based IDS and a host-based IDS.

19) Compare the signature-based IDS and anomaly-based IDS based on their underlying fundamental
working principle. What kind of attacks they can and cannot capture, if any? Explain with an example for
each IDS.

20) Differentiate between an "active" IDS and a "passive" IDS. What is the advantage of an active IDS
over a passive IDS? Explain the difference with an example.

21) Differentiate between a false positive and a false negative? Between the "signature-based" and
"anomaly-based" IDS, which one can lead to more false positives and/or more false negatives? Why?



